FIRST DAY PASSWORD
Datasheet

ABOUT SPECOPS Specops Software is the leading provider of password management and
authentication solutions. Specops protects your business data by blocking weak passwords and
securing user authentication. Every day thousands of organizations use Specops Software to

protect business data. For more information, please visit specopssoft.com
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FIRST DAY PASSWORD
with Specops uReset

First Day Password removes the security gap left in many organization onboarding processes: sharing the initial
password for a new hire. IT teams looking to onboard many users or remote users often result to sharing
passwords via plain text methods like email or SMS. Such methods introduce a security gap that can open up the

organization to man-in-the-middle attacks.

With First Day Password, IT teams can ensure new hire passwords are secure and compliant with their

organization’s password policy from day one, minute one while also never having to share a password themselves.

Feature Highlights

FEATURES FIRST DAY PASSWORD OTHER SOLUTIONS

Enroliment link for new hires to securely Ves No (password sharing often done

set their own passwords in plain text via SMS or email)

Yes (custom expiry, custom

Customizable enrollment link settings _ No
postdating)
Updates locally cached credentials Yes (on or off VPN) No
Verify end user identity prior to setting Yes (Mobile code, personal \
o
first password email)
Dynamic password policy display Yes No

Yes, block over 4 billion known

Compromised password check compromised passwords (with No

Breached Password Protection)

Reporting Yes No
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How does it work?

First Day Password is part of Specops uReset and is natively integrated with Active Directory. Configuration of the
system is done using Group Policy, without introducing added complexity to your environment. This means that no
external database is required to store password related information, with user data is stored directly in Active

Directory.

Specops uReset consists of the following components and does not require any additional resources in your

environment. The authentication engine, web, and identity services are hosted in the cloud.

Identity Services

Customer site

Specops
Authentication -~
for uReset

Gatekeeper Active Directory

What does it look like?

New hires will receive an enrollment link to their mobile or personal email from their IT staff, inviting them to set

User

their first password. If end users do not click that link before logging on to their device for the first time, they can

set their first password via the ‘Reset password’ link on the Windows logon screen on their corporate laptop.

After clicking the enrollment link shared via email or mobile or clicking the ‘Reset password’ link on the logon

screen, end users will arrive at the “Setting a password” screen.
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Setting a password

It is time to select your first password. On the next page you will see a
list of rules and restrictions for how a password can be constructed.
Once you are happy with your password, you will need to repeat it in
the second box.
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When they click continue, they will be asked to verify their identity either via mobile code or via their personal

email, as configured by their IT team.
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Mobile Code

A code has been sent to *****507! Check your
text messages and enter the code below.

Send new code

‘We noticed that you used this identity service
before, so we selected it for you again. If you
‘want to sign in with something else, use the
back button.

Use another identity service

Once their identity is verified, the new hire will be invited to set their password via a dynamic and customizable

password policy rules display to guide users with real-time feedback as they are typing in their new password.
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New password
Confirm password

Type a password that meets the following requirements
® Must contain at least 6 characters
W Must meet at least 2 of the following requirements:
W Must contain at least one uppercase letter
W Must contain at least 3 lowercase letters
® Must contain at least one digit
® Must contain at least one special character
W Must not contain 3 or more identical characters in a row
Must not contain any part of your username
These rules will be checked once you submit the password
Must not contain words from the list of disallowed words
Must not be in the list of breached passwords

Must differ from your current password by more than the last character

Alonger password will last longer! This password must be
changed in 180 days

This allows users to self-correct before submitting the new password and ultimately reduce calls to the service

desk.

Specops uReset customers using Specops Password Policy can also display length-based password aging and

compromised password check feedback
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Get a demo of First Day Password

Ready to see how First Day Password works in your environment? First Day Password is a part of Specops uReset, a
self-service solution that enables end users to address the most common tasks related to Active Directory
password management including forgotten passwords, locked out accounts, password resets/changes, and sharing

new hire passwords.

Click here to set up a demo or trial today of Specops uReset and First Day Password.

Gartner Easy, fast to deploy, immediate return of investment.

Peer ] ns ' g htS uReset enables remote workforce to self-reset passwords securely

4.5 (38 Ratings) Easy for users to understand and not difficult to implement in the enterprise.
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https://specopssoft.com/product/specops-password-reset/?utm_campaign=ureset%20demos&utm_source=firstdaypassword%20datasheet&utm_medium=marketing

